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Fleet Telematics Policy

Using Vehicle Tracking and Driver Behaviour Data.
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1.0	The Aim of the Policy
1.1	Carmarthenshire County Council has a fleet including hired vehicles and plant that are required to help deliver a diverse range of services.
1.2	It is recognised that driving is one of the most hazardous work activities undertaken by employees and contributes to carbon emissions and a reduction in air quality. This policy will support the Councils commitment to be net carbon zero by 2030 having declared a Climate Emergency.
1.3	The implementation and operation of vehicle technology and telematics systems will support the Council in achieving its aim of providing a safe, efficient and environmentally friendly fleet.
1.1	This policy sets out the general principles for the use of technology and telematics equipment in vehicles operated by Carmarthenshire County Council.
1.4	This policy should be read in conjunction with CCTV Policy and Privacy Notice for Employees who drive as part of their role.

2.0	Definitions
2.1	Vehicle technology and telematics are defined as systems employed within Council vehicles to measure and record data and information relating to the use of vehicles and service provision and include:
A. Vehicle telematics
B. In cab technology
C. Vehicle cameras (Inward facing cameras are only in place where the public access the vehicle. E.g. Mobile Library)
 	D. No audio recording is enabled on any vehicle camera system.

3.0	Scope
3.1	This policy applies to:
A. All fleet vehicles operated by the council, council owned or hired
B. All employees and others who operate and/or drive fleet vehicles operated by the council.
3.2	The policy does not apply to employees who use their own vehicles on council business.
4.0	Roles and Responsibilities
4.1	In addition to general roles and responsibilities set out in Carmarthenshire County Council's Road Risk Policy and Driver Handbook and other relevant employment policies, the following specific roles and responsibilities are defined:
A. The Council’s Senior Responsible Officer (SRO) for CCTV and vehicle camera compliance will oversee governance and ensure adherence to the Home Office Surveillance Camera Code of Practice and the Council’s corporate CCTV policy. The Fleet Manager will operate systems day‑to‑day and act under the SRO’s direction, with advice from Information Governance and Health & Safety. Departmental leads will be nominated to support implementation within service areas
B. The Fleet Manager will be responsible for the selection, procurement, installation, maintenance, monitoring of vehicle telematics and provision of training for employees. They will also be responsible for managing information generated by the telematics in accordance with UK Data Protection laws, namely the UK General Data Protection Regulation (UK GDPR)  and the Data Protection Act 2018.
C. The Health and Safety Lead is responsible for providing advice and guidance in terms of the operation and use of the equipment and information generated, as it relates to health, safety, and wellbeing.
D. Line Managers at all levels are responsible for ensuring that employees who operate and/or drive fleet vehicles understand how to operate the equipment (if required) and how the information generated will be used. Line Managers are also responsible for ensuring that these employees comply with this policy and activate the equipment prior to driving a fleet vehicle.
E. Employees are responsible for ensuring that they comply with this policy and utilise the equipment provided appropriately. Ensure the equipment is in working order before operating a fleet vehicle. If the equipment is not functioning correctly, report the issue immediately to the Fleet Team and/or their Line Manager. Report any faults or concerns promptly and do not operate the vehicle until advised it is safe to do so.

5.0	Principles
5.1	The Council will use vehicle technology and telematics devices and the information that they provide for the purposes of:
a) Transparency in Deployment: Telematics and vehicle cameras are deployed overtly, with internal notices informing drivers and crew, and external signage where cameras may capture public areas, in line with the corporate CCTV policy’s transparency requirements. A contact point for enquiries and complaints will be published.
b) In circumstances involving any Road Traffic Accidents (RTA) this information will also assist in protecting the Council and its employees from claims arising from such incidents.
c) Providing additional protection to employees by assisting the management of occupational road risk to meet our health and safety responsibilities
d) Reducing carbon emissions and improving air quality
e) Helping to plan the logistics and vehicle utilisation for the provision of effective services
f) Reducing costs associated with the maintenance of vehicles
g) Assisting with the location of vehicles that have broken down or have been stolen
h) Recording drivers' hours to provide evidence of compliance with the Road Transport Directive
i) Helping to safeguard employees against vexatious complaints and allegations
j) Assisting in work planning (e.g. planning routes and schedules, reducing `dead' mileage, knowing which vehicle is closest to an emergency, making best use of vehicles, etc.)
k) Providing information on who is responsible for a vehicle at all times to help meet the requirements of the Goods Vehicle Operator's License
l) Telematics data will be used to identify and implement improvements in driving practices, operational efficiency, and driver competency, and to inform the delivery of bespoke training where required to enhance safety and performance. Weekly reports will be generated and analysed centrally by the Fleet Team. 
m) Processing of telematics and camera data is primarily under Article 6(1)(e) of the UK GDPR (performance of a public task/exercise of official authority). The Council’s CCTV Privacy Notice applies and is referenced for transparency, data subject rights, and sharing arrangements.
5.2	If any poor practice or misconduct is observed through analysis of the technology and telematics system an employee will be made aware of any concerns identified and be provided with an opportunity to express their viewpoint before any decision as to further action are reached and will follow HR Performance Management Framework and/or Disciplinary Policy and Procedure

6.0	Maintenance, Storage, Handling and Access to Records
6.1	Some of the information recorded by the vehicle technology and telematics equipment is considered to be personal data under UK GDPR as it allows anyone accessing the system to identify an individual driver and their behaviour.
Telematics data will be retained for a maximum of 3 years and vehicle 		camera footage for 30 days, unless required for ongoing investigations or legal 	proceedings. These periods will be reviewed annually in consultation with 	Information Governance. Please note, users who have access to the Telematics Portal, will only be able to view the last 12 months.
6.2	The use of the vehicle telematics system, its functionality, and the information it holds, must be proportionate, transparent, and reasonable. Driver data on the operation of a specific vehicle will only be used for the purposes listed in 5.1 above. The data must only be accessed and viewed by those who have authorisation. Data must not be displayed where it can be viewed by staff who do not have authorised access.
6.3	Personal data must be processed in accordance with the UK GDPR.
6.4	The data recorded by the vehicle telematics system will be managed in line with the Council's governance policies and procedures in particular the Records Management Policy and the Records Retention and Disposal Policy, to help provide management information about vehicle use for insurance claims, legal proceedings and if necessary, resolve any complaints or allegations made against the Council or its employees.
6.5	Any requests not covered by the provisions above must receive approval from the Fleet Manager prior to access being granted.
6.6	General information and trends can be monitored and reported on to inform strategies to reduce carbon emissions, improve air quality and help to reduce occupational road risk.
6.7	Typical data that will be recorded by the system will include, but is not limited to:
A. Vehicle position and location
B. Vehicle speed
C. Harsh vehicle acceleration
D. Harsh vehicle braking
E. Engine idling time
F. Harsh cornering
G. Mileage/Distance
6.8 	Secure Processing & Hosting: Electronic records may be processed via approved platforms (e.g., Microsoft 365) under contractual safeguards. Where hosting is outside the UK, hosting will be restricted to jurisdictions providing equivalent protection (e.g., EU under GDPR), in line with corporate arrangements.
All telematics and camera data is processed and stored within the Council’s Microsoft 365 UK tenancy or other approved secure platforms. Data will not be transferred outside the UK/EU without appropriate safeguards.

7.0	Use of Records
7.1	If the data has been reviewed, an employee will be made aware of any concerns the use of technology and telematics has identified and be provided with an opportunity to express their viewpoint before any decision as to further action are reached and will follow HR Performance Management and/or Disciplinary guidelines.

8.0 Monitoring
The Council will monitor its fleet to:
1) Analyse vehicle movements to maximise vehicle utilisation, service delivery and enhance efficiency.

2) Evidence that our vehicles operate within the speed limits and comply fully with statutory requirements, including but not exclusively:

a) Operator's License,
b) Construction and Use,
c) Driving License and Driver's Hours regulations and legislation covered by Road Traffic Act 1991,
d) Goods Vehicle (Licensing of Operators) Act 1995,
e) The Community Drivers' Hours and Recording Equipment Regulations 2007,
f) The Motor Vehicles (Driving Licenses) (Amendment) (No.3) Regulations 2004
g) The Road Vehicles (Construction and Use) (Amendment) (No.4) Regulations 2003.

3) In circumstances involving any Road Traffic Accidents (RTA) this information will also assist in protecting the Council and its employees from claims arising from such incidents.

a) Help support the police and insurers in tracing any stolen vehicles and recovering those assets.
b) Monitoring of the data regarding fuel consumption and related emissions through the vehicle management system which will help with the collection of data and reporting of fuel consumption with regard to CO2 and NOX emissions.

4) Monitor of Driver Behaviour to reduce the fuel consumption and costs which will further improve our efficiency of service delivery and protect Council jobs/services.

5) Respond with absolute confidence to customer enquiries and complaints on driver related issues.
6) Provide management and supervisors with vehicle location information to manage its fleet.

7) Provide additional systems to support lone working and driver safety.

8) Use the reports generated to manage driver training objectives and reduce road risk to drivers and members of the public.


9.0	Implementation and Review of the Policy
9.1	The Policy will undergo consultation with the Trade Unions for its development.
9.2	This Policy is operational from the date of approval and replaces any previous policies, procedures and/or local agreements.
9.3	Any future review or revision will be undertaken in consultation with the Trade Unions.
9.4 	Annual Compliance Review: The policy and its operation will undergo an annual review against the 12 Guiding Principles of the Biometrics and Surveillance Camera Commissioner’s Surveillance Camera Code of Practice (2022) and the Council’s corporate CCTV governance, with outcomes reported to the SRO and relevant boards/committees.


10.0  Appendices
 Data Protection and UK GDPR 
Processing of telematics and vehicle camera data is primarily undertaken the lawful basis found in  Article 6(1)(e) UK GDPR – public task/official authority, including road safety, crime  prevention, asset protection and compliance with transport legislation; certain analytics (e.g., efficiency, utilisation) may rely on Article 6(1)(f) – legitimate interests, balanced against data subject rights. Where legal duties apply (e.g., tachograph/driver hours), Article 6(1)(c) – legal obligation may be relevant. The Council’s CCTV Privacy Notice applies and is referenced for transparency, data subject rights, sharing, and hosting arrangements.
          CCTV Policy 
         Privacy Notice 
          Road Risk Policy & Road Risk Policy Manager Framework
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